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Abstract

The fault tree analysis is a widely used method for evaluation of systems reliability and nuclear power plants safety. This paper presents a
new method, which represents extension of the classic fault tree with the time requirements. The dynamic fault tree offers a range of risk
informed applications. The results show that application of dynamic fault tree may reduce the system unavailability, e.g. by the proper
arrangement of outages of safety equipment. The findings suggest that dynamic fault tree is a useful tool to expand and upgrade the existing
models and knowledge obtained from probabilistic safety assessment with additional and time dependent information to further reduce the

plant risk. © 2002 Elsevier Science Ltd. All rights reserved.
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1. Introduction

The fault tree analysis is a widely used method for
evaluation of reliability and safety [1,2]. It is applied in
various sectors from chemical and railway industry for the
improvement of vehicle design and software reliability. Its
repute is gained primarily when integrated with the event
tree analysis as a part of the probabilistic safety assessment
(PSA) [1,3,4].

The classic fault tree is a static tool with its primary
objective to direct the safety improvements in the context
of the PSA. In this context, the fault tree has not been used
to model the time requirements in the safety systems,
e.g. equipment outages in real-time, e.g. change of plant
states, although its idea was extended in a number of
ways [5,6], e.g.:

to perform a phased mission analysis by Burdick et al. [2]
and by Dugan [7],

to improve the software reliability by improving the late
phases of the software life cycle by Leveson et al. [8] and
Dugan and Lyu [9],

to analyse the requirements specification as an early
phase of the safety software life cycle by éepin and
Wardzinski [10] and éepin and Mavko [11],

to asses the dependability of the embedded software
systems with the dynamic flowgraph methodology by
Garret et al. [12] and Muthukumar et al. [13],
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to evaluate the dynamic scenarios with the event
sequence diagram by Swaminathan and Smidts [14],

to support the functional modelling of the engineering
systems by Modarres and Cheon [15] and Hu and
Modarres [16],

to investigate the flow of physical signals with the GO-
FLOW by Matsuoka and Kobayashi [17], which can be
viewed as an upgraded success oriented complement of
the fault tree.

The fault tree for its primary objective is still used as it
was years ago, in spite of the fact that the risk informed
methods and their applications have been widely expanded
in the previous years [18,19].

The first purpose of this paper is to develop a dynamic
fault tree, which extends the classic fault tree with the time
requirements. The dynamic fault tree may serve as a stand-
point for evaluation of the actual time dependent profile of
the nuclear power plant risk. The prerequisite for the
extension of the classic fault tree is the recent significant
increase in capacity of modern computers, which enables
fault tree evaluations to be performed in the consecutive
discrete time points. The second purpose of this paper is
to show an application of the dynamic fault tree, which
when standalone or integrated with the event trees [20]
may improve safety of the nuclear power plants [21-25].

The paper is organised as follows: Section 2 presents the
mathematical model of the classic and the dynamic fault
tree. Section 3 shows the application of the dynamic fault
tree, which contribute to the improved nuclear power plant
safety with focus on the improvement of the test and
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Nomenclature
A

j failure rate of the equipment modelled in the

basic event j
B; basic event j
GD top event
GD(#) top event at time ¢

G; gate i

Hg house event s

H, house event value (true or false) for the house
event H; at the time ¢

J number of basic events in the fault tree

m number of basic events in minimal cut set i

MCS; minimal cut set i
MCS; (H,;, H»,,...,Hy,...,Hs) minimal cut set i at time ¢
MHg; house events matrix

n number of minimal cut sets

P number of gates in the fault tree

Op(t)  probability of occurrence of basic event B; at
time ¢

Qgp(?) top event probability at time ¢

Owmcsi(t) probability of occurrence of MCS;

q probability of failure of equipment modelled
in basic event j

S number of house events

t time

T number of time points

T; test interval of equipment modelled in basic
event j

T; considered time interval

Ty outage placement time for equipment
modelled in basic event j

T, time to restore (mean time to repair) for
equipment modelled in basic event j

Ty outage duration of equipment modelled in

basic event j

maintenance activities. Section 4 encompasses the most
important findings and suggestions.

2. Method

The notation of the classic fault tree is well known [1,2],
but it is summarised in Section 2.1 as a standpoint for
comparison with the notation of the dynamic fault tree,
which is summarised in Section 2.2.

2.1. Classic fault tree

The fault tree is a tool to identify and assess all combina-
tions of the undesired events in the context of the system
operation and its environment that can lead to the undesired
state of the system [1]. The undesired state of the system is
represented by a top event. The logical gates integrate the

primary events to the top event. The primary events are the
events, which are not further developed, e.g. the basic
events and the house events [1]. The basic events are the
ultimate parts of the fault tree, which represent the unde-
sired events, e.g. the component failures, the missed actua-
tion signals, the human errors, the unavailability due to the
test and maintenance activities, the common cause contribu-
tions. The house events represent the conditions set either to
true or false, which support the modelling of connections
between the gates and the basic events and enable that the
fault tree better represents the system operation and its
environment.

The classic fault tree is mathematically represented by a
set of boolean equations:

G, =f(G,,B;,Hs); i,p € {1..P}, j € {1...J},s € {1...5)
(D

The qualitative analysis (in the process of Boolean reduc-
tion of a set of equations) identifies the minimal cut sets,
which are combinations of the smallest number of basic
events, which if occur simultaneously, may lead to the top
event:

GD = | JMCs; )
i=1
MCS; = () B; 3)
=1

The quantitative analysis represents a calculation of the
top event probability, which differs a bit from slightly inac-
curate notation in Refs. [1,26]:

OGD = > Oucsi — . QucsinMcsj
i=1

i<j

+ > Owicsinmesinvcst — ---

i<j<k
+(=1"'Q(\mesi )
i=1
where
Owmcsi = Op1052|081 0831081 N Opa-..Qpnl0p1 N Opa
Nn..N QBm—l (5)

or where under assumption that the basic events are
mutually independent:

Oucs, = [ | 25, (6)
j=1

where

QB,- = QB,-(T]'? )\]’ q/) (7)
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Table 1

Variations of the system configuration of AFS fault tree defined with the house events (T — house event is set to true. F — house event is set to false)

House event Id. AFl AFIC AF2 AF3 AF4 AF5 AFSC AF6 AF7 AF8 AF9 AFI0 AFA AFAC AFCl AFC2 AFT
AFS-CCFAMCV T T T F F F F T F F T F T T F T F
AFS-SG12 T T T T T F F T F T T T T T T T T
AFS-SG1 F F F F F F F F T F F F F F F F F
AFS-SG2 F F F F F T T F F F F F F F F F F
AFS-HEP-700 T F T F T T F F F F T T T F F F F
AFS-HEP-701 F T F F F F T F F F F F F F F F F
AFS-HEP-702 F F F T F F F T F T F F F F F F F
AFS-HEP-703 F F F F F F F F T F F F F T F F F
AFS-HEP-704 F F F F F F F F F F F F F F F F T
AFS-SG1-P-M F F F F T F F F F F F F F F F F F
AFS-SG1-P-T F F F T F F F F F T F F F F F F T
AFS-SGI.PMT T T T F F F F T T F T T T T T T F
AFS-PI-CONTAD T T T F T F F T T F T F F F F F F
AFS-PI-CONTD F F F F F F F F F F F F T T T T F
AFS-CV-11048 T T T T T T T T T T T T T T F F T
AFS-TP-ESFAAB T T T T F F F F F T T F F F F F F
AFS-TP-ESFAB F  F F F F F F F F F F T F F F F F
AFS-SEGM-VIU T T T T T T T T T F T T T T F T F
AFSSEGM-VU F F F F F F F F F F F F F F T F F
AFS-SEGM-U F F F F F F F F F T F F F F F F T
AFS-SG2-P-M F F F F T F F F F F F F F F F F F
AFS-SG2-P-T F F F T F F F F F T F F F F T F T
AFS-SG2PMT T T T F F T T T F F T T T T F T F
AFS-P2-CONT T T T F T T T T F F T T F F F F F

If the minimal cut sets are not assumed as mutually
independent, the second and the next items in Eq. (4) are
written as follows:

Omcs,nmes; = Qwuics, Qmvics, Mcs, (®)
Omcs,NMCs;N...AMCS,
= Owmcs, @mcs,Mcs; - Omcs, Mcs, nMcs,N...AMCs, ®)

If the minimal cut sets are assumed as mutually indepen-
dent, the second and the next items in Eq. (4) are written as:

Owmics,nmcs; = Qumcs, Omcs, (10)

(11)

Owmics,nvcs;n...amcs, = Qmes, Omcs;---Omcs,

In either case, Eq. (4) can be simplified and approximated
with its first item:

Qop = > Owics, (12)
i=1

For Quics, less than 0.1, the approximate results stay in
10% of accuracy in the conservative side. The approximate
results show slightly higher failure probabilities than the
exact value [1].

Such classic fault tree is a standardised tool for evaluation
and improvement of systems reliability and nuclear power
plants safety [1,3].

2.1.1. House events table

In the classic PSA it is possible that for a single safety
system several fault trees are needed. They may differ
because of different success criteria or/and different bound-
ary conditions, as they are linked to different scenarios with
different requirements (i.e. several different functional
events for the same safety system may appear in the event
trees) [27]. This may result in a situation that a single system
or subsystem is modelled with more than one or even with
many fault trees. Each of them is used in its appropriate
scenario branch (i.e. event tree portion). It is possible to
integrate all such fault trees including their respective
success criteria under one integrated fault tree, or an
umbrella fault tree [28]. In this case, the house events are
used to switch on and off respective parts of the integrated
fault tree. Each defined combination of the house events
values (value of the respective house events is set either to
true or to false) suits both: its respective function event and
the success criteria of its respective fault tree.

The house events table is introduced to document, which
house events are switched on and which off for certain fault
tree top event to suit its respective function event in its
appropriate scenario branch. The house events table repre-
sents the model of all combinations of the success criteria
for a certain system in a single fault tree by definition of the
house events values for each function event and the success
criteria for its respective fault tree.

The house events table identifies all house events in the
model of the system in its left column of the table. For each
house event in this table it is determined if its value is set to
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GD: AFS fails, SGs do not remove decay heat
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Fig. 1. An example of the integrated fault tree for the auxiliary feedwater system.

true (marked with T) or to false (marked with F) for each of
the system configurations. The names of configurations,
which suit the respective fault trees, are identified in the
upper row of the table. The identified system configurations
appear as functional events in the event trees for evaluation
of the core damage frequency (level 1 of the PSA).

Table 1 shows an example of the house events table for
the auxiliary feedwater system (AFS). Twenty-four house
events are identified in 24 rows in the first column. The next
17 columns represent 17 configurations of AFS, which differ
by the success criteria or the boundary conditions. For each
of AFS configurations (e.g. AF1), the appropriate house
events are set to false (marked with F) and others are set
to true (marked with T), that the fault tree suits its
configuration.

For example, for the configuration AFCI, the following
five house events have to be set to true: AFS-SG12, AFS-
SG1-P-MT, AFS-P1-CONTD, AFS-SEGM-VU, AFS-SG2-
P-T.

Fig. 1 shows the example of the upper part of the
integrated fault tree for the AFS. The configuration AF1 is
considering both steam generator (SG) lines (success
criteria: AFS fails if one of three AFS pumps fails to feed

one out of two SG lines). House events in the figure are set
to the following values: AFS-SG12 =T, AFS-SG1 =F,
AFS-SG2 =F, as it is defined in Table 1. The configuration
AFS5 is considering only second SG line (success criteria:
AFS fails if motor or turbine driven pump fails to feed the
intact SG — second one is assumed as the intact SG). The
house events in the figure are set to the following values in
this case: AFS-SG12 =F, AFS-SG1 =F, AFS-SG2 =T, as
it is defined in Table 1.

The combinations of house events modelled under certain
gates intentionally include negations of certain house events
(negations are represented by small circle above the house
event). Such modelling reduces the possibility of determi-
nation the faulty combination of house events values for
certain fault tree configuration, because only couple of
right combinations of house events values give reasonable
results in the list of minimal cut sets. The wrong combina-
tion of house events values would result in unreasonable
results, e.g. an empty set of minimal cut sets.

The list of minimal cut sets for the example of the AFS
fault tree shown in Fig. 1 would be an empty set for five out
of eight combinations of values of three house events
included in Fig. 1 (AFS-SGI12, AFS-SG1, AFS-SG2).
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Only in three right combinations of the respective house
events values (T,F,F; F,T,F; F,F,T) the resulted qualitative
analysis would give the reasonable set of minimal cut sets.
Such house events table documents all configurations of
the certain system fault tree. The documented configurations
are later used in the linking of the event and fault trees.

2.2. Dynamic fault tree

The dynamic fault tree is a fault tree, which is extended
with the time requirements using the house events matrix
and the time dependent probabilistic models for the basic
events. It represents an extension of the classic fault tree
with time. It is written by a set of equations of type:

G = f(G,,B,Hy); i,p € {1...P}, j € {1...J},

(13)
se{l.S}te {1..T)

The input of status of house events is achieved through
the house events matrix:

Hll H]2 e H]T
Hy
IMHg7 || = (14)
H, - -
Hg - Hgr

The house events matrix is a representation of house
events switched on and off through the discrete points of
time. It includes the house events, which timely switch on
and off parts of the fault tree in accordance with the status of
the modelled system.

The number of rows in the house events matrix represents
a number of those house events in the model, which are
modelling the behaviour of the certain system configuration
as a function of time. The house events, which are constant
with time for certain system configuration, may be excluded
from the house events matrix.

The number of columns represents the number of time
periods in which mutually different system configurations
exist.

The qualitative analysis finds the minimal cut sets, which
are not necessary the same in each time point t:

GD() = | JMCS; (H,,. Hy. ... H. ... Hy) (15)
i=1
where
MCS;(Hy;, Hyy. ... Hy ... Hy) = [\ B (16)
j=1

The quantitative analysis includes calculation of the top

event probability:

n
Ocp(?) = Z OMcs,(H,,,...H,,...Hg)
i=

- Z QMCS,»(HI,,..AHA.,,A..HS,)ﬂMCSj(H],,.A.Hx,,.A.,HS,)
i<j

+ Z QMCS[(H“,.‘,,H”,,..HS,)OMCS/»(HI,,..‘H\,,‘..HSI)ﬂMCSk(H,,,‘,.Hx,,..‘HS,)
i<j<k

— .+ (1" 'Q(\MCS,(Hy,, .. Hy, ... Hy) (17)
i=1

which may be approximated (see Section 2.1):
Qan(t) = Owcs,(Hy. Hy, ... Hyy. ... Hy) (18)
i=1

where

QMCSi(Hlt’ HZZ’ EEER) Hst? s HSr)
= 0p1()0p (1|01 (N Qp3(1)| Q1 (1) N Qo (1).... O (D] Oy (1)

N Opr(®) N ... N Oy (1) (19)

or where under assumption that the basic events are
mutually independent:

Owvics,(Hyp Hps s Hy, ., Hy) = [ [ Q5,0 (20)
=1

where the time dependent failure probabilities of basic
events are calculated as a function of several parameters:

QBj(t) = QB/(AP Qp T1/7 Tti’ Trj’ ij,...t) (21)

An example equation for calculation of the time
dependent failure probabilities of basic events was
developed in Ref. [3].

Fig. 2 shows, that two separate uses of house events
matrix are distinguished: case A on the left side of the figure
serves for modelling of outage of equipment and case B on
the right side of the figure serves for modelling of more
operational modes of the equipment.

Case A: the house event under OR gate serves for model-
ling of an outage of equipment modelled in gate or basic
event under mentioned OR gate. With the house event 1
(H1) set to O (false) the gate 1 (G1) depends on the basic
event 1 (B1). With the house event 1 (H1) set to 1 (true) the
gate 1 (G1) is 1 (true) independently of basic event 1 (B1).
With the house event 1 (H1) set to 1 (true) the outage of
equipment modelled in the basic event 1 (B1) is simulated.
The time diagram explains the house events matrix, which
for time points T2 and T3 simulate the outage of equipment
modelled in basic event 1 (B1).

Case B: the house event under AND gate serves for
modelling of more operational modes of the equipment
modelled in the gate or basic event under mentioned AND
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Fig. 2. Examples of the house events matrix.

gate or for modelling of more success criteria of the equip-
ment modelled in the gate or basic event under mentioned
AND gate. With the house event 1 (H1) set to O (false) the
gate 1 (G1) is O (false). With the house event 1 (H1) set to 1
(true) the gate 1 (G1) depends on the basic event 1 (B1).
With the house event 1 (HI) set to O (false) the second
operational mode of system modelled in gate 1 (G1) is
modelled, where the equipment modelled in the basic
event 1 (B1) is not considered in the model. The time
diagram explains the house events matrix, which for time
point T2 simulate second operational mode of the system
modelled in gate 1 (G1). In time point T2 the equipment
modelled in the basic event 1 (B1) is not considered in the
model. The first operational mode of the system modelled in
gate 1 (G1) at the time points: T1, T3 and T4, requires that
the equipment modelled in the basic event 1 (B1) is consid-
ered in the model and can contribute to the gate 1 (G1).

The dynamic fault tree enables modelling of time
requirements in two ways:

by introduction of the time dependent models for
probabilities of component failures (representing basic
events unavailability),

by introduction of the house events matrix, which defines
timely switching on and off the portions of the fault tree
(representing the portions of the system).

Consideration of only one out of two mentioned ways for
modelling of certain phenomena is important to avoid
double counting. For example if the test and maintenance

contributions are considered in the probabilistic models for
components it is not correct to model their contributions
once again within the house events matrix.

As the classic fault tree represents an integral part of PSA,
where linking of fault trees with event trees lead to the over-
all results, also dynamic fault trees are at the plant level
linked with the event trees.

The main advantage of the dynamic fault tree compared
to e.g. Petri nets [29,30] or Markov Chains [6,31] is in that it
is more understandable to the current users of the PSA. No
additional knowledge of other methods is needed, only the
use of the fault tree is extended. In theory, each of the time
points in the time scale of the dynamic fault tree analysis
can be also obtained by a classic fault tree analysis with
appropriate conditions.

The dynamic fault tree can handle small or large
models as the classic fault tree analysis does. Furthermore,
no new models are needed for the application of the
dynamic fault tree. The existing fault tree models can be
used and be updated with the additional house events, which
enable to distinguish configurations in their respective time
points.

3. Application of the dynamic fault tree

The application of the dynamic fault tree includes: the
configuration control and integration of several modes of
equipment operation. In this sense the application of the
dynamic fault tree contributes to the improvement of test
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Table 2
Probabilistic data (example of 10 components)

Each column suits its respective component data

T, 5 10 5 10 5

T, 20 20 20 20 20

T; 600 200 300 250 500

A 0.0001 0.0002 0.0003 0.0004 0.0001
[} 0.001 0.001 0.001 0.001 0.002

20 5 10 10 5
20 20 20 20 20
600 600 600 600 600
0.0001 0.0001 0.0001 0.0001 0.0001
0.003 0.004 0.001 0.001 0.001

and maintenance activities of the safety equipment in a
nuclear power plant.

The configuration control is a management of the compo-
nent arrangements (component status: available versus
unavailable) to control the risk of an entity under investigation.

The idea of the configuration control is to calculate the
mean value of the selected risk measure over the considered
time interval and among the variable parameters find their
optimal values (which in turn result in minimal mean value
of the selected risk measure). The variable parameters are
primarily those parameters, which may vary to result in
minimisation of risk, e.g. the outage placement times.

The dynamic fault tree is used for modelling and evalua-
tion of an entity under investigation, because the classic
fault tree is not able to monitor its top event probability as
a function of time to follow the changes of the system
configuration. For each of the selected discrete time points
in the selected time interval an appropriate equipment
configuration is determined and it is noted in appropriate
column in the house events matrix (Section 2.2). The system
unavailability, which serves as a risk measure at the system
level, is calculated for all selected time points. The mean
system unavailability over selected time interval is calcu-
lated from the time dependent unavailabilities. The optimal
arrangement of components outages is determined on base
of minimisation of the mean system unavailability (obtained
from minimal cut sets, which contain basic events, which
model equipment outages) as a function of arrangement of
equipment configuration:

1 T=N —1
v Z Qap(t,T,) = min = optimum T,: j &€ {1..J} (22)
=0

1,2

Timing of outages is identified with the outage placement
times (Ty). Ty is the time passed from starting time of
evaluation (time 0) to the point in time in which the
equipment outage has ended. It is assumed that for periodi-
cally tested components the test is performed in each period
at time T, after start of the period.

The dynamic fault trees with links to the event trees are
used for modelling and evaluation of entity under investiga-
tion at the plant level. The core damage frequency serves as
a risk measure [27].

The most important prerequisite for successful application
of the dynamic fault tree is the use of appropriate probabilistic
models for basic events, which should suit as much as possi-
ble the nature of entities modelled in those basic events (e.g.
note at the end of Section 2.2) and the specific data [32].

A small example of a system consisting of 10 components
in series was evaluated. Table 2 shows the probabilistic data
for the components according to the probabilistic model
from Ref. [3]. It is assumed that test and maintenance of a
component result in as-good-as-new state.

The time dependent system unavailability Q(f) was
calculated as a function of components unavailability,
which are functions of outage placement time. The calcula-
tions were done for a large number of sets of respective
outage placement times. The resulted unavailability were
compared and the minimal mean unavailability Q = 0.378
and associated set of outage placement times T,
(G € {1...10}; 573, 189, 244, 234, 367, 460, 555, 478,
517, 522) was identified. Fig. 3 shows the time dependent
system unavailability versus time in identified arrangement.

Results show that it is possible to reduce system unavail-
abilities with appropriate time placement of test and
maintenance activities.

1
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Fig. 3. System unavailability versus time in the optimal arrangement of component outages (example of 10 components).
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For larger cases and real examples it is necessary to
develop a suitable optimisation method, which is capable
to deal with non-linear problems and with extreme large
number of combinations. An optimisation method based
on the simulated annealing algorithm was developed,
which determines the optimal schedule of safety equipment
outages. It is documented in Ref. [33] and it shows promising
results.

4. Conclusions

The fault tree as it is currently used in the PSA mostly
does not model the time requirements in safety systems. It is
not able to monitor its top event probability as a function of
time to follow the changes of the system configuration. A
dynamic fault tree was developed in sense to increase the
applicability of the classic fault tree and to enable evalua-
tion of the actual time dependent risk profile.

The dynamic fault tree is a fault tree, which is extended
with the time requirements using the house events matrix
and the time dependent probabilistic models for basic
events. The house events matrix is a matrix, which
represents the house events switched on and off through
the discrete points of time. It includes house events values
(true or false) for all house events in their respective fault
tree and for all considered discrete time points. House
events values for certain house event in certain time point
correspond to the status of the modelled system, in which
parts of the fault tree may be switched on and off in
accordance with its status. The most important prerequisite
for successful application of the dynamic fault tree is the use
of appropriate probabilistic models for basic events, which
should suit as much as possible the nature of entities
modelled in those basic events.

Applications of the dynamic fault tree include evaluation
of the time dependent risk profile and optimisation of
parameters in probabilistic models to minimise the overall
risk, such as configuration control.

The results show that there may exist more or even many
equipment arrangements with same or similarly low system
unavailability. The most important result of the method is
not a selection of the most suitable equipment arrangement
among those which results in similarly low unavailability,
but it is to prevent such equipment arrangements which
result in high unavailabilities.

The results confirm that the dynamic fault tree is a useful
tool to expand and upgrade the existing models and knowl-
edge obtained from PSA, with additional, time dependent
information to further reduce the nuclear power plant risk.
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